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VIV canh bao va huéng dan ngin chin
ma ddc “dao ti€n 40” bat hop phap

Kinh guri:
- Céc S¢, ban, nganh;
- Uy ban nhan dan cac huyén, thi x3, thanh phd;
- Céc don vi su nghié¢p truc thudc ij ban nhan dan tinh.

S¢ Thong tin va Truyén thong nhian duoc Cong vin so 383/VNCERT-
PPUC ngay 15/11/2017 ctia Trung tdm Ung ctru khan cip may tinh Viét Nam
(VNCERT) — B Thong tin va Truyén thong vé viéc phat hién, ngin chin ma
doc “dao tién a0” bat hop phap.

Theo canh bao cua Trung tam VNCERT, qua cong tac theo doi, Trung tam
VNCERT da ghi nhan duoc rat nhidu su ¢ an toan thong tin vé mi doc khai
thac tién ao Coinhive 4n minh trén cic cong/trang thong tin dién tr (website).
Ma ddc duogc thuc hién khi nguoi dung truy cép vao cac trang website, thu vién
ma Coinhive dugc ty dong chay trén may tinh nguoi dung dudi dang tién ich mé
rong hoac truc tiép trong trinh duyét nham muc dich “dao” tién 4o Bitcoin,
Menero. .. bang cach str dung trai phép tai nguyén ngudi dung (CPU, 6 cling, bo
nhd...) va giri vé vi dién tir ctia tin tic.

Do vay, dé chu dong ngan chan ma ddc trén, S& Thong tin va Truyén thong
dé nghi cac co quan, don vi, dia phuwong khan truong thuc hién cac ndi dung sau:

1. B6i véi can bd quan tri cong/trang thong tin dién tur:

- Kiém tra, ra soat ma ngudn website dé phat hién cac ma doc dugc chén
vao. Dau hiéu nhan biét gém cac tir khéa trong mad ngudn website nhu:

“coinhive.com”, “coinhive”, “coin-hive”, “coinhive.min.js”, “authedmine.com”,
authedmlne.mln.Js .
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- Néu phat hién website bi chén cac ma khai thac nhu da néu trén, can ra
soat va kiém tra lai 16 hong trén may chu, 16 hong trén websie, kiém tra cac tai
khoan bi 10 lot c6 quyén thay d61 ma ngudn, nham khac phu 16 hong bi loi dung.

- Truong hop khong thé tu thuc hién, cadc co quan cé thé dé nghi don vi xay
dung cong/trang thong tin dién tir ho trg thuc hién ra soat, g& bé ma ddc.

2. D61 voi can b quan tri mang, can trién khai cac bién phap nham ngan
chan viéc cac doan ma trai phép “Coinhive” nhu sau:

- Thuc hién giam sat va boc gd xur 1y trén cdc may tinh trong mang c6 xuat
hién cac két noi dén cac dia chi tén mién sau: afminer.com, coin-have.com,



coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us,
jescoin.com, ppoi.org, authedmine.com;

- Huéng dan nguoi s dung ra quét, kiém tra hé thong dé tim ra va loai bo
cac doan ma c6 trong cac phan mém md rong “Add-on” cua trinh duyét web;

- Khuyén nghi nguoi sir dung cai cac tién ich md rong: “No Coin Chrome”
hay “minerBlock” doi véi trinh duyét Google Chrome; cai dat “NoScripts” cho
trinh duyét Mozilla Firefox.

- Huéng dan nguoi st dung kiém tra hiéu suét sir dung CPU cuia may tinh
bang cac mg ‘dung nhu Windows Task Manager hodc Resource Monitor. Néu
may tinh c6 dau hiéu cham va kiém tra thay hiéu suat str dung CPU cuia céc trinh
duyét hodc tién ich mé rong cao thi co thé may tinh d6 da bi nhiém Coinhive,
nguoi st dung can thong bao gap cho can bd quan tri mang dé xt 1y.

3. Thudng xuyén t6 chirc kiém tra va quét cac 16 hong ton tai trén hé thong
thong tin ctia co quan, don vi dé phat hién kip thoi su xuét hién ctia cac doan ma
doc hai. Trong truong hop phat hién ra cac 16 héng, phai 1ap tuc trién khai bién
khap khac phuc, cap nhat cac ban va bo sung va loai bo cac chuong trinh doc hai
da bi tin tac chen vao.

Sau khi trién khai cac bién phap néu trén, dé nghi Quy co quan bao cdo ket
qua thuc hién va tong hop tinh hinh lay nhlem phat hién, xr Iy dugc (néu co) vé
S& Thong tin va Truyén thong qua phan mém E-Office hodc dia chi thu dién tur:
cntt.stttt@khanhhoa.gov.vn trwée ngay 10/12/2017 dé tong hop, bao cao Uy
ban nhéan dan tinh va Trung tim VNCERT.

Qua trinh thue hién néu co6 vuéng mic hoic can ho trg, dé nghi Quy co
quan lién hé dau méi Thuong tryc Poi Ung clru sy ¢ mang may tinh tinh
Khanh Hoa dé phdi hop xtr 1y:

- Phong Cong nghé thong tin - S& Thong tin va Truyén thong

- Pia chi: Nha A1 Khu Lién co s6 01 Tran Phu, thanh phé Nha Trang;
- Di¢n thoai: 0258.3563533;

- Thu dién tur: cntt.stttt@khanhhoa.gov.vn

S& Thong tin va Truyén thong dé nghi Quy co quan quan tim thyc hién.

Tran trong./.

Noi nhin: KT.GIAM POC
- Nhu trén (VBDT); i PHO GI AM DOC
- UBND tinh (VBDT, d¢ b/cao); Ky bsi: Nguyén Thi Trung Thu

Email:

- Luu: VT, CNTT.

WA/ Cd quan: S6 Thong tin va
Truyén théng, Tinh Khanh
Hoa

nttthu@khanhhoa.gov.vn

Thai gian ky: 29.11.2017

Nguyén Thi Trung Thu
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